Nndopmanuonnas naMaTKka

JJIA o0y4yaromXxcs JJs pasMeienus Ha opunuaabubix Murepuer-pecypcax (Ilpunoxenue Ne2)

C kaxxgblM rogoM MOMOAEXM B UHTEPHETE CTaHOBUTLCS BorblLue, a LWKONbHUKA OAHM U3 CaMblX aKTUBHbIX
nonb3oBarenen PyHeTta. Mexay TeM, NTOMMMO OrpOMHOMO KONMYeCTBa BO3MOXHOCTEN, UHTEPHET HECET U
npobrembl. 3Ta NnamMaTKa JOIMKHa NOMoYb Tebe 6Ge3onacHO HaxoauTbCS B CETH.

KomMmnbloTepHble BUpyCbl

KoMnNbOTEPHbIV BUPYC - 3TO pa3HOBUAHOCTb KOMMBIOTEPHbLIX NPOrpaMm, OTANYMTENBHON OCOBEHHOCTBIO
KOTOPOW ABRSieTCA CNOCOBHOCTb K pa3MHOXEHUI0. B JoNonHeHne K 3ToMy, BUPYCbl MOTYT MOBPEANTb UMK
MOMHOCTBIO YHUUTOXUTb BCe hansbl U AaHHble, NOAKOHTPOSIbHbIE NOMb30BaTesto, OT MMEHW KOTOPOro
Obina 3anylweHa 3apaxxeHHasa NporpamMmma, a Takke NoBpeauTb UK AaXe YHUUTOXUTb OnepaunoHHY
CUCTEMY CO BCeMM haninamm B LenomM. B 6onbluMHCTBE CriyqyaeB pacnpoCTpaHsItoTCs BUPYCbl Yepes
WHTEpPHET.

MeToAab! 3aWmMThl OT BPeAOHOCHbLIX NPOrpamMm:

1. cnonb3yn coBpeMEHHbIE OnepaumoHHbIE CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb 3aLLUUTbl OT
BPE4OHOCHbIX NporpamMmm;

2. lNocTosiHHO yCcTaHaBnNmMBam nayvtu (LndpoBbie 3annaTkn, KOTOpble aBTOMaTUYECKN YCTaHABNNBAKTCS C
Lenbto 4opaboTkm NporpaMmmbl) U apyrne o6HOBNEHUSA CBOEN onepaumMoHHON cuctembl. CkavmBam mx
TONbKO € odhmumanbHoro canta paspabotumka OC. Ecnu cyLLeCTBYET pEXMM aBTOMaTUYECKOro
OBHOBMEHUS, BKITOUN €rO;

3. PaboTtai Ha cBoeM KOMMblOTEPE NOA NpaBamMu NoNb30BaTenNs, a He agMUHUCTPaTopa. ATO HE NO3BONUT
BOnNbLUMHCTBY BPEAOHOCHbIX NPOrpaMm MHCTaNNMpoBaTbCs HA TBOEM NEepPCOHaNbHOM KOMMNbIOTEPE;

4. /icnonb3yn aHTUBUPYCHbIE NPOrpamMMHbIE NPOAYKTbl U3BECTHLIX NPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBneHnem 6as;

5. OrpaHnyb hmanyeckmin OCTyn K KOMMbOTEPY ANSA MOCTOPOHHUX JNNLL;

6. Ncrnonb3yi BHELLHWE HocuTenu nHopmMmauum, Takme Kak dreLlka, Anck unv gamnn ns MHTepHeTa,
TONbKO M3 NPOPEepPEHHbIX MCTOYHUKOB;

7. He oTKpbIBan KomMnbloTepPHbIE ddannbl, NOMyYEeHHbIE N3 HEHAOEXHbLIX MCTOUHUKOB. [axe Te dannel,
KOTOpble npucnan TBON 3HaKOMbIN. Jlyylle yTOYHW y HEro, OTNpaBnsn M oH Tebe nx.

Cetn WI-FI

Wi-Fi - 310 He BMA nepenayvn gaHHbIX, He TEXHOMOrMs, a Bcero nuwb 6pena, mapka. Ewe B 1991 rogy
HuaepnaHackasa komnaHus 3apermctpupoBana 6perg « WECA», yTo o603Ha4ano crnosocovetTaHme
«Wireless Fidelity», koTopbIn nepeBoauTcs kak «6ecnpoBogHas TOYHOCTbY.

[o Hawero BpemeHn gowwna gpyras abbpesmaTypa, KOTopas SBNSAETCA TakoW XXe TeXHONornen. 1o
abbpesunatypa «Wi-Fi». Takoe Ha3BaHue BbINO 4AaHO C HAMEKOM Ha CTaHAApPT BbICLUMIA 3BYKOBOW TEXHUKN
Hi-Fi, 4To B nepeBoae 03HavaeT «BbiCOKaA TOYHOCTbY.

Oa, 6ecnnatHbIN UHTEPHET-AOCTYN B Kade, OTENsIX 1 asponopTax ABMASeTCa OTIIMYHON BO3MOXHOCTbIO
BbIXO4a B UHTEPHET. HO MHOrmMe akcnepTbl cunTatoT, Yto obwenoctynHble Wi-Fi ceTn He siBnsiloTca
Ge3onacHbIMU.

CoseTbl N0 6e3onacHocTy paboTe B 06uwenoctynHbix cetsax Wi-fi:

1. He nepegaai cBO nnyHyo nHgopmaumio yepes obwenoctynHole Wi-Fi cetn. PaboTtas B Hux,
XenaTternbHO He BBOAUTb Naponiv 40CTYNa, NIOrMHbl U Kakne-To HOMepa;

2. Vicnonb3yi 1 06HOBNAN aHTUBUPYCHbIE NporpamMmmMbl U GpaHamayep. Tem cambiM Tbl 06e3onacuib cebs
OT 3aKayku BMpyca Ha TBOE YCTPOWNCTBO;

3. Mpu ucnonbsosanun Wi-Fi oTknoumn dyHkumio «O6wun gocTtyn K dpannam n npuHtepam». [JaHHas
PYHKLUMS 3aKpbITa MO YMOYaHMIO, OQHAKO HEKOTOPbIE MOSb30BaTENN akTUBMPYIOT €€ Ans yaobcTea
ncnonb3oBaHus B paboTte unm yyebe;

4. He ncnonb3yn nyonuyHbin WI-FI ans nepegaym nudHbIX gaHHbIX, HANpUMep Ans Bbixoda B coLuManbHble
CeTU UIN B ANIEKTPOHHYHO NOYTY;

5. Inonb3yn Tonbko 3awuuieHHoe coeguHeHne Yepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-agpeca
BBOAN MMEHHO «https://»;

6. B mobunbHoM TenedoHe oTkmnoun dyHkumio «lMogkrtoveHune k Wi-Fi aBTomaTtuveckn». He gonyckan
aBTOMAaTMYECKOro nogkntoyeHnsa yctponctaa k cetam Wi-Fi 6e3 TBoero cornacus.




CoumnanbHble ceTu

CoumanbHble CeTu akTUBHO BXOAAT B HALLY XXM3Hb, MHOrMeE oM paboTaroT M XKUBYT TaM MNOCTOSIHHO, a B
Facebook yxe 3apernctpmpoBaH munnuapg 4enoBekK, YTO IBNAETCA OAHON CefbMOWN BCEX XUTenemn
nnaHeTbl. MHOrMe nonb3oBaTenu He MOHMMALOT, YTO MHpOPMaUMs, pa3MeLLeHHasa MMM B COLMarbHbIX
ceTaX, MOXeT ObITb HandeHa 1 UCMorb3oBaHa KeM YroaHO, B TOM Yuche He obsa3aTtenbHo ¢ bnarnmm
HaMepeHnsaMMU.

OcHoBHbIe coBeTbl N0 6€30NacHOCTM B COUMATbHbIX CETAX:

1. OrpaHunyb cnmncok apysen. Y 1ebs B Apy3bsax HE LOSMKHO BbiTb ClyYanHbIX U HE3HAKOMbIX N04en;

2. 3awmiLan cBoK YacTHYH XM3Hb. He ykasbiBarn naponu, TenedoHbl, agpeca, aTy TBOEro POXAEHUS U
OPYryH NMYHY0 MHGOPMaUUIo. 3royMbILLNEHHUKN MOTYT UCNONb30BaTh AaXe MHOPMaLMIO O TOM, Kak Tbl
1 TBOM poauTENN NnaHvpyeTe NPOBECTU KaHUKYIbI;

3. 3awmLan cBoto penyTaumio - OEPXKM €€ B YNCTOTe U 3agaBan cebe Bonpoc: xoTen Obl Tbl, YTOObLI Apyrue
nonb3oBaTenu BUAENN, YTo Thl 3arpykaelub? Nogyman, npexae 4em 4To-To onybnmkoBaTtb, HanUcaTb 1
3arpysuTb;

4. Ecnu Tbl roBOPULLb C NOAbMU, KOTOPbIX HE 3Haellb, He UCMOMb3YN CBOE pearlbHoe UMSA 1 ApYryto
NINYHYIO MHPOPMaLMK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. N3beran pasmelleHus potorpacduin B UIHTepHeTe, rae Tbl n30bpaykeH Ha MECTHOCTU, MO KOTOPOM MOXHO
onpeaenuTb TBOE MECTOMOJSIOXKEHNE;

6. Mpwn pernctpaunm B coLmanbHOM ceTM He0HBX0OUMO UCNOSb30BaTb COXHbIE MAPOSv, COCTOSALLNE U3
OyKkB 1 LMGP U C KONNYECTBOM 3HAKOB HE MeHee 8;

7. [Ina counanbHOM ceTu, NoYTbl U APYrMX canToB HEOOXOANMMO NCMNONb30BaTb pasHble naponu. Torga
ecnv Tebsa B3nomatroT, TO 3M0yMbILUSIEHHUKM MOfyYaT AOCTYN TOMbKO K O4HOMY MECTY, a He BO BCe cpasy.
OneKTPOHHbIE AeHbIN

ONEKTPOHHbIE AEHbIN — 3TO OYeHb YAOOHbIM CNOCcOo0 nnaTexen, 0AHAKO CyLLEeCTBYHOT MOLLUEHHUKN,
KOTOpble XOTAT NONYYNTb 3TU OEHLIW.

OneKTPOHHbIE AeHbMM MNOABUNCH COBCEM HEQABHO M MMEHHO M3-3a 9TOM0 BO MHOMMX rocyAapCTBax 4o CUX
NMop He NPOMUCaHo NPO HUX B 3aKOHaX.

B Poccum xxe oHM OyHKUMOHMPYIOT M O HUX YXKe NPONMCaHO B 3aKOHe, IrAe UX pa3fensitoT Ha HECKOSbKO
BMAOB - aHOHUMHbIE U HE aHOHMMHbIE. PasHuua B TOM, YTO aHOHUMHBbIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs
npoBoAUTL onepaumm 6e3 naeHTndmrKaumm nonb3oBaTens, a B HEaHOHUMHbIX UAEHTUUKaLUK
nonb3oBarens ABnsieTca 0b6a3aTenbHOMN.

Takke cnegyeT pasnuyaTtbh 3MeKTPOHHbIE (bMaTHbIe AeHbIM (PaBHbI FOCYAAaPCTBEHHbLIM BantoTaMm) u
9NEKTPOHHbIE HepmaTHble AeHbM (HEe paBHbI FOCY4AaPCTBEHHbLIM BantoTam).

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ ANEKTPOHHLIMU AEHbIAMM:

1. MpuBsHKM K cHeTy MOBUIbHBIN TenedoH. 3To caMbl yAO6OHbIN 1 BLICTPLIA CNOCO6 BOCCTAaHOBUTL JOCTYN
K cueTy. [NpuBasaHHbIn TenedoH NomMoxeT, ecnu 3abyaellb CBOV NiaTeXHbIN Naporb UNn 3angeLlb Ha
CaunT C HEe3HaAKOMOro YCTPONCTBA;

2. Ncnonb3yn ogHopasoBble naponu. [locne nepexoga Ha ycuneHHyto aBTopusaumtio Tebe yxe He byget
YrpoXaTb OMacHOCTb KPaXu UIn nepexesaTa nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. MNMpecTynHukam 6yaeT He NpOCTO yragaTth CrOXHbIA Naponb. HagexHble
naponv — 3TO Naponu, KoTopble coagepXaT He MeHee 8 3HaKOB M BKMOYalT B Ce0si CTPOYHbIE U
nponucHble BykBbl, LNGPbI 1 HECKOSBbKO CMMBOJIOB, TakMe Kak 3Hak gonnapa, pyHta, BocKnuuaTenbHbli
3Hak 1 T.n. Hanpumep, StRONg!;;

4. He BBOOW CBOM NNYHbIE JaHHbIE HA canTax, KOTOPbIM HE LOBEpsieLlb.

AneKTpOHHaA noyrta

ONEKTPOHHAgA NoYTa — 3TO TEXHOSOMMS U NPeaoCTaBsieMble et YCIyr no Nepechisike 1 NosyYeHnto
9NEKTPOHHBIX COOBLLEHUI, KOTOPbIE pacnpeaensatTca B KOMMNbIOTEPHON ceTU. OBbIYHO 3MNEKTPOHHbIN
MOYTOBLIN ALLMK BbIFNAAUT cnegyrowmm obpasom: Ms_nonb3oBaTend@uMsa_aomMeHa. Takke Kpome
nepegayn NpocToro TEKCTa, MMeeTCs BO3MOXHOCTb nepeaaBaTh dhannbi.

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ ANEeKTPOHHOW MOYTON:

1. Hago BbiOpaTh NpaBusibHbIM NOYTOBLIN cepBuUC. B MHTEpHETE €CTb OrpOMHbBIV BbIGOp GecnnaTHbIX
NMOYTOBbLIX CEPBUCOB, OAHAKO Ny4Lle JOBEPATb TEM, KOrO 3HaeLLb 1 KTO NepPBbI B PENTUHTE;




2. He ykasbiBain B NMMYHOW NoYTE NUYHYI0 MHAopMaumo. Hanpumep, nydilue BbiGpaThb
«My3blKanbHbI_haHaTt@» nnmn «pok2013» BmecTo «Temal3y;

3. Vicnonb3yn gByxaTanHyo aBTopu3auunio. To Koraa noMMMO Napons HYXHO BBOAUTb KOA, NPUCHINaeMbli
no SMS;

4. Bbibepu crioxHbIr naponb. [ns Kaxgoro NoYTOBOro ALMKa AOMMKEH OblTb CBOW HAaAEXHbIN, YCTOWYNBLIN
K B3rIOMY Naporsib;

5. Ecnu ecTb BO3MOXXHOCTb HanucaTb CamoMy CBOW JINYHbIN BONPOC, UCNOSb3YN 3Ty BO3MOXHOCTb;

6. Ncnonb3yi HECKOMNBbKO NOYTOBLIX SALWMKOB. MepBbIi 451 YAaCTHOM NEPENNCKN ¢ agpecaTtamMum, KOTOPbIM Thbl
AoBepsielb. JTO ANEKTPOHHbIN aapec He Hafo UCNoNb3oBaTh NPW perncTpauumn Ha opymax u camTax;

7. He oTKpbIBan dhansnbl n gpyrne BAOXeHUs B MMCbMax SaXe eCrivi OHM NPULLNW oT TBOMX Apy3en. Jlydwe
YTOYHW Y HUX, OTNPaBNsanu nu oHn Tebe aTn annsl;

8. Nocne okoH4YaHus paboTbl HA MOYTOBOM CEPBMCE NeEpPe 3aKpbITUEM BKITAAKM C CalTOM He 3abyab
HaXkaTb Ha «BbINnTn».

Kn6epOynnuHr nnu BupTyanbHoe n3geBaTenbCTBO

KnbepOynnuHr — npecnegoBaHne coobLeHsaMun, cogepalmMmm ockopbrieHms, arpeccuto, 3anyrmpaHune;
XyJIMraHCTBO; coumanbHoe 60MKOTUPOBaHNE C MOMOLLLIO Pa3fMYHbIX MHTEPHET-CEPBUICOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepOynMHrom:

1. He 6pocarics B 601. Jlyywmnin cnocob: nocoBeToBaThCs Kak cebsi BECTU U, ECINN HET TOr0, K KOMY MOXHO
o6paTnTbCs, TO BHa4ane yCcrnokouTbCs. ECnm Tbl HAYHELW b OTBEeYaTb OCKOPONeHnsaMu Ha ockopbneHus, To
TONbKO eLe 6onbLie pasoxokellb KOHAIUKT;

2. YnpaBnsw ceoen knbeppenyTtaumnen;

3. AHOHMMHOCTb B ceTM MHMMasi. CyLLecTBYOT CnOCOObl BbISCHUTb, KTO CTOUT 3@ @HOHMMHbIM aKKayHTOM,;
4. He cTounT BECTU XyNUraHCKnin 06pas BUPTyaribHOWM XN3HU. IHTEPHET (pmnkcnpyeT BCe TBOU OENCTBUS U
coxpaHsieT ux. Yaanutb ux 6yaet kpaviHe 3aTpyaHUTENbHO;

5. Cobntogan ceor BUPTyaribHYK YeCTb CMOJIOAY;

6. VIrHopupyn eanHnyHbi Heratne. OgHOpa3oBble 0OCKOPOUTENbHbBIE COOBLLEHMS Nyylle UTHOPUPOBaTb.
O6bI4HO arpeccus NpekpalaeTcs Ha HavanbHOW CTaguu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHNSIMU, B COLMarnbHbIX CETAX eCTb
BO3MOXHOCTb 6/TOKMPOBKM OTNPaBKun COOBLLEHNI C ONpeaeneHHbIX aapecos;

8. Ecnu Tl cBugeTenbs knbepbynnuHra. TBov AeNCcTBUA: BbICTYNNTL NPOTUB NpecreaoBaTtens, nokasatb
eMy, YTO ero AenCTBUS OLLEHMBAOTCA HEraTMBHO, NOAAEPXKATb KEPTBY, KOTOPOM HY>KHA NCUxosiornyeckas
MOMOLLb, COOBLLMTL B3POCIbIM O haKkTe arpeCCUBHOIO NOBEOEHUS B CETH.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI M NIaHLWETbl coagepXaTt B cebe BnonHe B3pochbl YHKUMOHAM, U Tenepb OHN
MOTyT KOHKYpPUPOBaTb CO CTauMOHapHbIMK koMnbloTepamu. OgHako, cpeacTs 3awnTbl st NO406HbIX
YCTPOWCTB NOKa O4eHb Marno. TeCTupoBaHMe U NOUCK YA3BUMOCTEN B HUX MPOUCXOANT HE TaK MHTEHCUBHO,
kak ans MK, To xxe camoe KacaeTcst 1 MOBUIbHBIX MPUNOXKEHWIA.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yKe NpaKTUYeCcKn SOrHanm HacTofbHbIE aHanoru, ogHako
pacwmpeHune pyHKLMoHana BneyeT 3a cobor 60nbLUy COXHOCTb M MEHbLUYH 3aLUNLLEHHOCTb.

[aneko He BCe Npon3BOAUTENM BbIMyCKAOT OOHOBIEHMS, 3aKpbIBaOLME KPUTUYECKME YA3BMMOCTM AN
CBOWX YCTPOMCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTU MobunbHOro TenedoHa:

1. Huuero He sBnsieTca no-Hactoswemy becnnatHbiM. Byab ocTopoxeH, Beab Koraa Tebe npeanaratot
GecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMEe-TO MiaTHbIe YCNyru;

2. Qyman, npexage 4em otnpasutb SMS, ¢oTo nnm Buaeo. Tbl TOYHO 3HaeLb, rae oHu 6yayT B KOHEYHOM
utore?

3. Heob6xoanmo oBHOBMATL ONepaLnoHHY CUCTEMY TBOErO CMapTdOHa;

4. icnonb3yn aHTUBMPYCHbIE NPOrpamMMbl AN MOOUAbHbLIX TeNedOHOB;

5. He 3arpyxai npunoxeHns oT HEU3BECTHOIO UCTOYHUKA, Beb OHM MOTYT coepKaTb BpeAOHOCHOoe
nporpammMmHoe obecneyveHue;

6. MNocne Toro kak Tbl BbIMAELLb C canTa, r4e BBOAWI NUYHYIO MHOPpMaLUMIo, 3aign B HAaCTPONKn Gpayaepa
n yganu cookies;




7. Mepurogunyeckn NpoBepsn kKakne nnaTHble YCnyrm akTMBUpoOBaHbl Ha TBOEM HOMEPE;

8. [laBan cBon HoMep MOBMNbHOro TenedoHa TOMbKO JOASAM, KOTOPbIX Thl 3HAELb U KOMY JOBEPSELLb;
9. Bluetooth gormkeH 6biTb BbIKMOYEH, KOrga Thl UM He Nonb3yelwbes. He 3abbiBan nHorga npoBepsATb 3T0.
Online urpsbl

CoBpeMeHHble OHITanH-Urpbl - 3TO KPaCOYHble, 3axBaTbiBaloLLMe pa3BneyveHnsi, 00beanHsoLWmne CoTHU
TbICAY YenoBek No BceMmy mupy. Irpokun nccrneayot AaHHbIR UM Mup, obLLatoTcs apyr ¢ ApYyrom,
BbIMOMHSAOT 3aiaHns, CPaXarTCsl C MOHCTPaMM 1 NoNyyatoT onbIT. 3a YA0BOMNbCTBME OHU MAATAT:
MOKynatT AUCK, OnraynBaroT aboHEMEHT v NnpnobpeTaroT Kakme-To Onuuu.

Bce aTu cpenctBa nayT Ha NogaepXaHue n pasBuTue Urpbl, a Takke Ha camy 6e3o0nacHOCTb:
COBEPLUEHCTBYIOTCSA CUCTEMbI aBTOPM3aLIMA, BbINYCKaOTCA HOBbIE NaTyu (UndpoBble 3annaTki angd
nporpamm), 3akpbIBalOTCH YA3BMMOCTU CEPBEPOB.

B nogobHbIX nrpax cTouT onacaTtbCs He CTOMbKO CBOMX COMEPHUKOB, CKOMBbKO KpaXku TBOEro napors, Ha
KOTOPOM OCHOBaHa cucTema aBTopmsaumm 6onbLUMHCTBA Urp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOEIO UTPOBOrO akkayHTa:

1. Ecnn gpyron urpok BegeT cebs nroxo nnun cosgaet tebe HeENPUSATHOCTH, 3abNOKNPYN ero B CrnNcke
UrPOKOB;

2. Noxanyncs agMUHUCTpPaTopaMm Urpbl Ha NIoxoe NoBeAEHNE 3TOro UFPOoKa, XKeSaTerbHO NPUNOXUTb
Kakne-To JokasaTernbCTBa B BUAE CKPUHOB;

3. He ykasbiBaln nu4dHyto nHopmauuio B npodansie nrpbl;

4. YBaxau ApYyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnvBan HeouLManbHble Nnatim U Moapl;

6. Ncrnonb3yin CrioXxHble 1 pasHble naponu;

7. Jaxe BO BpeMs Urpbl HE CTOUT OTKIKOYaTb aHTMBUPYC. [MoKa Thbl Urpaellb, TBOW KOMMNbIOTEP MOTYT
3apasuTb.

PULIMHT UK KpaXKa NNYHbIX AaHHbIX

O6bI4HOM Kpaxewn AeHer N AOKYMEHTOB CErofHs yXXe HUKOro He yAMBMLLb, HO C Pa3BUTUEM UHTEPHET-
TEXHONOMMIN 3MI0YMbILLUNIEHHUKM NEPEMECTUITUCH B UHTEPHET, U NPOSOITKAT 3aHUMaTbCA «HOMMbIMY
nernom.

Tak nosBunacb HOBas yrpo3a: MHTEPHET-MOLLUEHHNYECTBA NN (PULINHT, rMaBHas Lerb KOTOPOro COCTOUT B
NnonydyeHUn KoHpmaeHunanbHbIX JaHHbIX NONb3oBaTeNnen — fIorMHOB U naponen. Ha aHrnuMnckom ssbike
phishing unTaeTca kak domwnHr (ot fishing — peibHas noens, password — naporsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegm 3a cBoMM akkayHTOM. Ecniv Tbl nogo3peBaellb, YTO TBOS aHKeTa Obinia B3riomaHa, To
Heobxoanmo 3abnokmpoBaTh ee 1 CoOBLWUTL afMUHUCTPaTOpam pecypca ob 3TOM Kak MOXHO CKOpee;
2. Vicnonb3yn 6e3onacHble Be6-calTbl, B TOM Y/CNE, UHTEPHET-MarasmHoOB N NMOMCKOBbIX CUCTEM,;

3. icnonb3yn crnoxHble 1 pasHble naponu. Taknum obpasom, ecnm Tebs B3NOMaroT, TO 3M10YMbILLSIEHHUKN
nonyyaT SOCTYN TOSIbKO K O4HOMY TBOEMY NMPOodouro B CETU, a HE KO BCEM;

4. Ecnn Tebs B3nomanu, To HEO6X0ANMO NpeasynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble 4o6aBneHb! y
Tebsa B Apy3bsX, O TOM, 4TO TebHA B3nomManu u, BO3MOXHO, OT TBOEro nmeHu ByaeTt paccbinartbcsa cnam u
CCbIfTIKM Ha (PULLNHIOBbIE CauThbl;

5. YcTtaHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTkNtoYM coxpaHeHune napons B bpaysepe;

7. He oTKpbIBan dansbl n pyrne BroXeHUsa B MMCbMax Aaxe eCcriv OHU NpULLINu oT TBomUX Apy3en. Jlydwe
YTOYHW Y HUX, OTNPaBnsanv nu oHn Tebe atun annsbl.

LUudpoBasa penyrauusa

LindpoBas penytaums - 3TO HeraTMBHas uUnu no3vTMBHasi MHpopmaums B cetn o Tebe.
KomnpomeTupytoLas nHpopmMaLumsa pasMmeLLeHHast B UHTEPHETE MOXeT cepbe3HbiM 06pa3oM oTpasnTbCs
Ha TBOeW pearibHOM Xn3Hu. «LlnpoBasa penytauus» - 9T0 TBON UMUK, KOTOPbIN (OpPMUPYETCS U3
nHpopmaumm o Tebe B MHTEPHETE.

TBOE MecCTO X1TenbCcTBa, y4ebobl, TBOe (PMHAHCOBOE NONOXeHWe, 0COBEHHOCTN XxapakTepa 1 pacckasbl O
BrIM3KnX - BCe 9TO HaKannMBaeTcs B CETW.

MHorvne NnoapoCTKM NErkOMbICNIEHHO OTHOCATCA K NyGrvkaumm nnyHon nHgopmauumn B IHTepHeTe, He




NOHMMasa BO3MOXHbIX MOCHeacTBMA. Thl Aaxe He CMOXeLUb JoragaTtbCd O TOM, YTO poTorpadus,
pasmMeLleHHas 5 neT Hasag, ctana NnpUYMHOM oTkasa NPUHATL Tebs Ha paboTy.

KommeHTapumn, pasmeLleHne TBonx potorpacpuii n gpyrme 4eNCTBUS MOryT HE MCHE3HYTb axe nocne
TOro, KaK Tbl X yAanuib. Tbl HE 3HaELLb, KTO COXpaHUN 3Ty MHAOpMaLuio, nonara fiv oHa B NOUCKOBbIE
CUCTEMbI M COXpaHUIach N1 OHa, a rMaBHOE: YTO NogymatoT o Tebe oKpyxaroLee fan, KOTopble HaNayT n
YBUOAT 3TO. HanTu nHdopmaLmMo MHOMo NeT CNyCcTa CMOXeT MO0 - Kak 13 gobpbix NOBYXOEeHUI, Tak 1 C
HamMepeHMeM NPUYMHUTL Bpea. ATO MOXET ObITb KTO YrogHO.

OcHoBHble coBeTbI N0 3aLnTe LMdPOBOM penyTaLnn:

1. Moagymain, npexage Yem 4YTo-To NyOnmnKoBaTh 1 Nnepedaesartb y cebs B 6iore unm B coumanbHOM ceTu;

2. B HacTpowikax npocunst yCTaHOBU OrpaHNYEeHMs Ha MPOCMOTP TBOEro Npodunsa u ero CoaepXMMoro,
caenaw ero ToNbKo «Ana apy3eny;

3. He pasmeLuan 1 He ykasbiBan MHOPMALMIO, KOTopas MOXET KOro-nmbo ockopOnaTb nnm obmxaTsb.
ABTOpCKOe npaBo

CoBpeMeHHbI€e LLIKONbHUKN- aKTUBHbIE MONb30oBaTENN LIMAPOBOro npocTpaHcTea. OaHako Aaneko He Bce
3HAHKT, YTO NONb30BaAHME MHOIMMU BO3MOXHOCTSAMU LMAPOBOro Mupa TpebyeT cobrnogeHns npas Ha
WNHTENMEKTyanbHyt0 COGCTBEHHOCTD.

TepMUH «MHTennekTyanbHas cOGCTBEHHOCTbY OTHOCUTCS K pasfMyHbIM TBOPEHMSM YENOBEYECKOro yma,
Ha4MHasi C HOBbIX N306PETEHMI N 3HAKOB, 0603HaYaOLLMX COOCTBEHHOCTbL Ha MPOAYKTLI U YCIYTU , U
3aKaH4MBasi KHUramum, gpotorpadnamm, KNHopnnbMamMmm 1 My3biKanbHbIMU MPOU3BEAEHUSIMIA.

ABTOpCKME NMpaBa - 3TO NpaBa Ha MHTENNeKTyanbHyl0 COOCTBEHHOCTb HA NPOM3BEOEHNS HAYKW,
nuTepaTypbl 1 UCKyccTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTum TOro, YTo
WHTENNEKTyanbHbIA/TBOPYECKUA TPy aBTopa He ByaeT HanpacHbIM, AacT emy cripaBeanmnBble
BO3MOXHOCTM 3apaboTaTtb Ha pe3ynbTaTax CBOEro Tpyaa, nony4mtb M3BECTHOCTb U Npu3HaHune. Hukto 6e3
paspeLleHnsa aBTopa He MOXeT BOCNPON3BOANTL €ro Npon3seneHne, pacnpoCcTpaHaTb, NyonmnyHo
OEMOHCTPUpOBaTh, NpoAaBaTb, MUMNOPTUPOBATL, MyCKaTb B MPOKAT, MNyONNYHO UCMONHATS,
NMoKasblBaTb/UCMNONHATL B 9dmpe nnn pasmellaTtb B IHTepHeTe.

Vicnonb3oBaHme «NMpaTCKOro» NporpaMMHOro obecrneyeHns MoXeT NPUBECTU K MHOTUM puUcKam: OT noTepwu
OaHHbIX K TBOMM akkayHTaM 40 OrOoKMPOBKM TBOEro YCTPONCTBA, IAe YCTaHOBMNEHHbIN He neranbHas
nporpamma. He ctonT Takke 3abbiBaTb, YTO CYLLLECTBYET JleranbHble 1 6ecnnaTtHblie NporpamMMbl, KOTOpPble
MOXXHO HalTU B CETW.

O noptane

CeTeBUYOK.pch - TBOW rMaBHbIN COBETUMK B CETU. 30€Chb Thl MOXELLb y3HaTb 0 6€30MacHOCTU B CETU
MOHATHBIM 1 AOCTYMNHbLIM A3bIKOM, @ NPV BO3HUKHOBEHUWN KPUTUYECKOM CUTYyaLmMm obpaTntbCcsa 3a coBeTom. A
TaKkKe NPUHATb y4acTue B KOHKYpCax U CTaTb CaMbiM LMAPOBbLIM rpaxgaHnHom!




